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2 çŻőæňą:



CHAPTER 1

ãĄŕãĄŸãĆĄãĄń

ãĄŞãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄãĄŞãĆŇãĆL’ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄőèčIJèűşãĄĺãĄłãĆŃèşĞæŰŹãĆĎãĂĄèd’ĞæŢřãĄőæl’§èČ¡ãĆŠçţĎåŘĹãĄŻãĄęãĆ¡ãČłãČěãČijãĆůãČğãČşãĆŠåő§çŔ¿ãĄŹãĆŃæŰźæşŢãĆŠãĄŤçt’źäżŃãĄĎãĄ§ãĄŮãĄ¿ãĄŹãĂĆ
F5ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄŕãĄŞãĄąãĆL’ãĄńãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

• About the F5 Essential App Protect Service

• F5 DevCentralïijĹF5ãĆşãČ§ãČěãČŃãČĘãĆčãĆţãĆd’ãČĹïijL’

• AskF5ïijĹF5åĚĺèĹňãČd̄ãČŃãČěãĆćãČńãĂĄãČŘãĆřæČĚåăśãĄłãĄl’ïijL’

3

https://clouddocs.f5.com/cloud-services/latest/f5-cloud-services-Essential.App.Protect-About.html
https://devcentral.f5.com/
https://support.f5.com/csp/home
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4 Chapter 1. ãĄŕãĄŸãĆĄãĄń



CHAPTER 2

ãĆşãČşãČĘãČşãČĎ

ãĄŞãĄąãĆL’ãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄäżěäÿŃãĄőåĘĚåőźãĆŠãĄŤçt’źäżŃãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

• æIJňãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’ãĄńãĄęãĂĄF5 Cloud Services Essential App Protect Ser-
viceïijĹäżěäÿŃãĂĄEAPïijL’ãĄőåĹİæIJ§èĺ åőŽæŰźæşŢãĄńãĄd’ãĄĎãĄęãĄŤæąĹåĘĚãĄŮãĄ¿ãĄŹãĂĆ

• EAPãĄŕãĂĄSaaSåd̄ŃãĄőWebãĆćãČŮãČłãĆśãČijãĆůãČğãČşãČŢãĆąãĆd’ãĆćãĆęãĆl’ãČijãČńãĄğãĄŹãĂĆ

• EAP ãĄńãĆĹãĄčãĄęãĂĄWeb ãĆćãČŮãČłãĆśãČijãĆůãČğãČşçL’źæIJL’ãĄőæŤżæŠČãĄńåŕ¿ãĄŹãĆŃéŸšå¿ąãĄŇåŔŕèČ¡ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

• F5 Advanced Web Application Firewall(AWAF)ãĄőãĆşãĆćæl’§èČ¡ãĄŇãĄŤåĹl’çŤĺéăĆãĄŚãĄ¿ãĄŹãĂĆ

• EAPçţŇçŤśãĄğãĂĄAWS CloudFrontæl’§èČ¡ïijĹãĆ ãČčãČČãĆůãČěïijL’ãĆŠãĄŤåĹl’çŤĺéăĆãĄŚãĄ¿ãĄŹãĂĆ

• æIJňãĆňãĆd’ãČL’ãĄğãĄŕãĂĄEAPãĆŠãĄŤèşijåĚěãĄĎãĄ§ãĄăãĄĎãĄęãĄŹãĄŘãĄńWAFãĆŠåřŐåĚěéăĆãĄŚãĆŃãĆĹãĄĘãĄńãĂĄå£ĚèęĄãĄĺãĄłãĆŃåĚÿåd̄ŃçŽĎãĄłãĆżãČČãČĹãĆćãČČãČŮæL’ŃæşŢãĆŠãĂĄèśŁåŕŇãĄłãĆźãĆŕãČłãČijãČşãĆůãČğãČČãČĹãĆŠäžd’ãĄĹãĄęèğčèłňãĄŮãĄ¿ãĄŹãĂĆïijĹåő§éŽŻãĄŕçŠřåćČæğŃæĹŘãĄńãĄĆãĄčãĄ§èĺ åőŽåĂd’ãĆŠèĺ åőŽãĄŮãĄęäÿŃãĄŢãĄĎãĂĆïijL’

2.1 F5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ

ãĄŞãĄąãĆL’ãĄőçńăãĄğãĄŕãĂĄF5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮãĄńãĄd’ãĄĎãĄęãĄŤçt’źäżŃãĄŮãĄ¿ãĄŹãĂĆ

2.1.1 F5 Cloud Services Essential App Protect ServiceïijĹEAPïijL’ãĄĺãĄŕ

F5 Cloud Services Essential App Protect ServiceïijĹçŢěãĄŮãĄęEAPïijL’ãĄŕãĂĄF5ãĄŇæŔŘä¿ŻãĄŹãĆŃSaaSå¡ćåijŔãĄőWAFãĆţãČijãČŞãĆźãĄğãĄŹãĂĆ
F5 Cloud ServiceãĄőçőąçŘĘçŤżéİć ãĄŃãĆL’ãĆćãĆńãĆęãČşãČĹãĆŠä¡IJæĹŘéăĆãĄŔãĄăãĄŚãĄğãĂĄãĄŹãĄŘãĄńãĄŤåĹl’çŤĺéăĆãĄŚãĄ¿ãĄŹãĂĆïijĹäżŁãĄőãĄĺãĄŞãĆ ãĂĄ30æŮěéŰŞçĎąæŰŹãĄğãĄŁèl’ęãĄŮéăĆãĄŔãĄŞãĄĺãĆĆåŔŕèČ¡ãĄğãĄŹïijĄïijL’
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https://portal.cloudservices.f5.com/
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çL’źå¿t’ãĄĺãĄŮãĄęãĄŕãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄłçĆźãĄŇãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

• SaaSåd̄ŃWEBãĆżãĆ ãČěãČłãČĘãĆč ãĆůãĆřãČ ãČĄãČčãĆĎãČŚãČČãČĄéĄl’çŤĺãĄłãĄl’ãĄŕF5ãĄőSOCåĄt’ãĄğåĚĺãĄęèąŇãĄĎãĄ¿ãĄŹãĄőãĄğãĂĄéĄŃçŤĺãĄőãĆşãĆźãČĹãĆŠåL’ŁæÿŻãĄŹãĆŃãĄŞãĄĺãĄŇãĄğãĄ ãĄ¿ãĄŹãĂĆ

• ãĄŃãĆŞãĄ§ãĆŞèĺ åőŽãĄğãĂĄåřŐåĚěãĄőæŢůåśĚãĄŇä¡ŐãĄĎ WAFãĄğåőĹãĆŃWEBãĆţãČijãČŘãĄőèĺ åőŽãĄŕãĆźãČĘãČČãČŮãČŘãĆd’ãĆźãČĘãČČãČŮãĄőèĺ åőŽãĆňãĆd’ãČĂãČşãĆźãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĄőãĄğãĂĄæŢůåśĚãĄŇãĄĆãĄ¿ãĆŁéńŸãĄŔãĄĆãĆŁãĄ¿ãĄŻãĆŞãĂĆãĄİãĄŮãĄęãĂĄWAFãĄőãČİãČłãĆůãČijèĺ åőŽãĆĆãĄĺãĄęãĆĆåĹĘãĄŃãĆŁæŸŞãĄĎãČĞãĆűãĆd’ãČşãĄĺãĄłãĄčãĄęãĄĎãĄ¿ãĄŹãĂĆ
åőĹãĆŁãĄ§ãĄĎWEBãĆţãČijãČŘãĄÿãĄőãĆĺãČijãĆÿãĆğãČşãČĹãĆd’ãČşãĆźãČĹãČijãČńãĄŕäÿĂåĹĞäÿ èęĄãĄğãĄŹãĂĆDNSãĄőèĺ åőŽåd’L’æŻt’ãĄőãĄ£ãĄŇå£ĚèęĄãĄğãĂĄãĄİãĆŇäżěåd’ŰãĄőãČ ãČČãČĹãČŕãČijãĆŕæğŃæĹŘåd’L’æŻt’ãĄŕäÿĂåĹĞäÿ èęĄãĄğãĄŹãĂĆ

• DevOpsãČŢãČňãČşãČL’ãČł ãČćãČĂãČşãĆćãČŮãČłãĆśãČijãĆůãČğãČşãĄőéŰŃçŹžãĄğãĄŹãĄĺãĂĄäÿĂéĂčãĄőCI/CDãĄőéŰŃçŹžãČŚãĆd’ãČŮãČl’ãĆd’ãČşãĄŇåőŽãĆĄãĆL’ãĆŇãĄęãĄĎãĆŃãĆśãČijãĆźãĄŇãĄŤãĄŰãĄĎãĄ¿ãĄŹãĄŇãĂĄãĄİãĄĘãĄĎãĄčãĄ§DevOpsãČęãČijãĆűãĄőçŽĘæğŸãĄńãĆĆéăĘå£IJåŔŕèČ¡ãĄłãČĞãĆűãĆd’ãČşãĄĺãĄłãĄčãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

• F5ãĆłãČşãČŮãČňWAFãĄőåřĆéŰĂç§ěè ŸãĄŇãĄd’ãĄ¿ãĄčãĄęãĄĎãĆŃ F5ãĄğãĄŕBIG-IP AS-
MãĂĄAdvncedWAFãĄĺãĄĎãĄĘWAFèč¡åŞĄãĆŠéŢůåźt’ãĄńæÿąãĄčãĄęèšl’åčšãĄŮãĄęãĄ ãĄęãĄĎãĆŃäijŽçd’¿ãĄğãĄŹãĄŇãĂĄãĄİãĄőWAFãĄőåřĆéŰĂç§ěè ŸãĄŇæt’żãĄŃãĄŢãĆŇãĄęãĄĎãĄ¿ãĄŹãĂĆ

• AWS CloudFrontéĂčæŘž EAPãĄőGUIãĆĹãĆŁCloudFrontãĄőèĺ åőŽãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆ

åŻăãĄ£ãĄńæIJňãĆňãĆd’ãČL’ãĄğãĄŕEAPãĄőãĄŤçt’źäżŃãĄĺãĄłãĆŁãĄ¿ãĄŹãĄŇãĂĄ
F5ãĄğãĄŕäżěäÿŃãĄőãĆĹãĄĘãĄłãĄŁåőćæğŸãĄőãĄŤèęĄæIJŻãĄńãĄĆãĆŔãĄŻãĄ§æğŸãĂĚãĄłWAFãĆŠæŔŘä¿ŻãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹ

èč¡åŞĄåŘ ïijŔãĆţãČijãČŞãĆźåŘæęĆèęĄ ãĄŤåĹl’çŤĺä¿Ń

F5 Cloud Services
Essential App Protect Service
Service (EAP)

SaaSåd̄ŃWAFãĂĆãĆţãČijãČŞãĆźãĄőGUIïijŔAPIãĆŠéĂŽãĄŮãĄęãĂĄWAFãĆŠèĺ åőŽåŔŕèČ¡ãĂĆ

ãĆůãĆřãČ ãČĄãČčãĂĄIPãČňãČŤãČěãČĘãČijãĆůãČğãČşDBãĄłãĄl’ãĄŕF5åĄt’ãĄğæŻt’æŰřãĂĆ

ãĄŁæL’Ńèż¡ãĄńãĄŹãĄŘãĄńWAFãĆŠãĄŤåĹl’çŤĺãĄŢãĆŇãĄ§ãĄĎãĆśãČijãĆź

Silverline
Web Application Firewall

WAFãĄőãČd̄ãČ ãČijãĆÿãČL’ãČżãĆţãČijãČŞãĆźãĂĆ

24æŹĆéŰŞ365æŮěF5ãĄőSOCãČĄãČijãČăãĄńãĄęéĄŃçŤĺãĂĆ

WAFãĄőåřĆéŰĂåőűãĄńéĄŃçŤĺãĆŠäżżãĄŢãĆŇãĄ§ãĄĎãĆśãČijãĆź

F5 Advanced Web Application
Firewall

ãĆłãČşãČŮãČňãĂĄãČŮãČl’ãČŹãČijãČĹãĆŕãČl’ãĆęãČL’ãĂĄãČŚãČŰãČłãČČãĆŕãĆŕãČl’ãĆęãČL’ãĄłãĄl’

åăt’æL’ĂãĆŠåŢŔãĆŔãĄŽãĄŤåĹl’çŤĺåŔŕèČ¡ãĄłãĆćãČŮãČl’ãĆd’ãĆćãČşãĆźåd̄ŃWAFãĂĆ

BIG-IP LT-
MãĄńãĆćãČL’ãĆłãČşãĄŢãĆŇãĄ§ãĄĎãĆśãČijãĆź

èĞłçd’¿ãĄğæ§Ťèż§ãĄńWAFãĆŠéĄŃçŤĺãĄŢãĆŇãĄ§ãĄĎãĆśãČijãĆź

NGINX App Protect

NGINX
PlusãĄĺäÿĂçůŠãĄńãĄŤåĹl’çŤĺåŔŕèČ¡ãĄłãĆ¡ãČŢãČĹãĆęãĆğãĆćåd̄ŃWAFãĂĆ

ãČŻãĆźãČĹåd̄ŃWAFãĂĄãĆšãČijãČĹãĆęãĆğãĆd’åd̄ŃWAFãĄőãĄl’ãĄąãĆL’ãĄğãĆĆåŕ¿å£IJåŔŕèČ¡ãĂĆ

ãČćãČĂãČşãĆćãČŮãČłãĆśãČijãĆůãČğãČşçŠřåćČãĄńãĄŁãĄĎãĄęãĂĄ

WAFãĆŠéĄl’çŤĺãĄŢãĆŇãĄ§ãĄĎãĆśãČijãĆź

6 Chapter 2. ãĆşãČşãČĘãČşãČĎ

https://www.f5.com/ja_jp/products/ways-to-deploy/cloud-services/essential-app-protect-service
https://www.f5.com/ja_jp/products/ways-to-deploy/cloud-services/essential-app-protect-service
https://www.f5.com/ja_jp/products/security/silverline/web-application-firewall
https://www.f5.com/ja_jp/products/security/advanced-waf
https://www.f5.com/ja_jp/products/security/advanced-waf
https://www.nginx.co.jp/products/nginx-app-protect/
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2.1.2 EAPãĆżãČČãČĹãĆćãČČãČŮçŠřåćČãĆd’ãČąãČijãĆÿ

WebãĆţãČijãČŘãĄőåL’ æőţãĄńãĂĄEAPãĂĄãĄİãĄŮãĄęCloudFrontãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆEAPãĄğåőĹãĆŃåŕ¿èśąãĄőWEBãĆţãČijãČŘãĄńãĄd’ãĄĎãĄęãĄŕãĂĄãĆd’ãČşãĆ£ãČijãČ ãČČãČĹçţŇçŤśãĄğæŐěçűŽãĄğãĄ ãĆŃãĄŞãĄĺãĄŇåL’ æŔŘæİąäżűãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ

2.1.3 ïijĹãĆłãČŮãĆůãČğãČşïijL’WEBãĆţãČijãČŘãĄőæğŃçŕL’

EAPãĄğåőĹãĆŃåŕ¿èśąãĄőWEBãĆţãČijãČŘãĄŕãĆd’ãČşãĆ£ãČijãČ ãČČãČĹçţŇçŤśãĄğæŐěçűŽãĄğãĄ ãĆŇãĄřãĂĄãĄŹãĄŘãĄńèĺ åőŽåŔŕèČ¡ãĄğãĄŹãĄŇãĂĄãĄŁèl’ęãĄŮãĄŢãĆŇãĆŃWEBãĆţãČijãČŘãĆŠãĄŹãĄŘãĄńæžŰåĆŹãĄğãĄ ãĄłãĄĎåăt’åŘĹãĄőãĄ§ãĆĄãĄńãĂĄAWSäÿŁãĄğWEBãĆţãČijãČŘãĆŠãĄ§ãĄęãĆŃä¿ŃãĆŠãĄŤçt’źäżŃèĞt’ãĄŮãĄ¿ãĄŹãĂĆïijĹæşĺïijŽäÿŃèĺŸæL’ŃéăĘãĄŕãĄĆãĄŔãĄ¿ãĄğãĆĆãĄŤåŔĆèĂČä¿ŃãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆãĆłãČşãČŮãČňãĆĎäżŰãĄőãČŚãČŰãČłãČČãĆŕãĆŕãČl’ãĆęãČL’ãĄőWEBãĆţãČijãČŘãĄğãĆĆæğŃãĄĎãĄ¿ãĄŻãĆŞãĂĆãĄ¿ãĄ§ãĂĄãĆşãČd̄ãČşãČL’ãĆĎæL’ŃéăĘãĄŕãĄŕAMIãĄőãČŘãČijãĆÿãČğãČşãĂĄAWSãĄőæĎŔåŘŚãĄńãĆĹãĄčãĄęåd’L’ãĆŔãĆŃåŔŕèČ¡æĂğãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆïijL’

1. AWSãĄőEC2ãČĂãČČãĆůãČěãČIJãČijãČL’ãĄńãĄęãĂĄãĆd’ãČşãĆźãĆ£ãČşãĆźãĆŠèţůåŃŢ
ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2. ãĄŞãĄŞãĄğãĄŕãĂĄAmazon Linux 2 AMI ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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3. ãĄŞçĎąæŰŹæd̄ăåĹl’çŤĺãĄőãĆ£ãĆd’ãČŮãĆŠéĄÿæŁd̄ãĄŮãĂĄæňąãĄőãĆźãČĘãČČãČŮ: âĂę
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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4. èĞłåŃŢåL’šãĆŁå¡ŞãĄęãČŚãČŰãČłãČČãĆŕIP ãĆŠ æIJL’åŁź ãĄńãĄŮãĂĄæňąãĄőãĆźãČĘãČČãČŮ: âĂę
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆïijĹãĄŞãĄŞãĄğãĄŕãČŚãČŰãČłãČČãĆŕIPåL’šå¡Şäżěåd’ŰãĄŕãČĞãČŢãĆl’ãČńãČĹèĺ åőŽãĄĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĄŇãĂĄçŠřåćČãĄńå£IJãĄŸãĄęãĂĄVPCãĂĄãĆţãČŰãČ ãČČãČĹãĄłãĄl’ãĆŠãĄŤéĄÿæŁd̄äÿŃãĄŢãĄĎãĂĆãĄ¿ãĄ§ãĂĄWEBãĆţãČijãČŘåĘ èţůåŃŢãĆŠäijt’ãĄĘæd’IJèĺijãĆŠèąŇãĄĘåăt’åŘĹãĄŕãĂĄãČŚãČŰãČłãČČãĆŕIPãĄğãĄŕãĄłãĄŔãĂĄEIPãĆŠãĄŤåĹl’çŤĺäÿŃãĄŢãĄĎãĂĆïijL’

5. ãĆźãČĹãČňãČijãĆÿãĄőè£¡åŁăãĄŕãČĞãČŢãĆl’ãČńãČĹèĺ åőŽãĄőãĄ¿ãĄ¿ãĂĄ æňąãĄőãĆźãČĘãČČãČŮ:
âĂę ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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6. åĹĘãĄŃãĆŁãĆĎãĄŹãĄĎãĆ£ãĆřåŘ ãĆŠäżŸãĄŚãĂĄ æňąãĄőãĆźãČĘãČČãČŮ: âĂę
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

7. SSHïijĹçőąçŘĘIPãĄŃãĆL’ãĄőæŐěçűŽãĄőãĄ£ïijL’ãĂĄHTTPãĄĺHTTPSïijĹåĚĺãĆ¡ãČijãĆźãĄŃãĆL’ãĄőæŐěçűŽãĆŠèĺśåŔŕïijL’ãĆŠåŁăãĄĹãĄ§ãĆżãĆ ãČěãČłãČĘãĆčãĆřãČńãČijãČŮãĆŠä¡IJæĹŘãĄŮãĂĄçćžèł ãĄĺä¡IJæĹŘ
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆïijĹEAPãĄőãĆżãČČãČĹãĆćãČČãČŮå¿ŇãĂĄæIJňãČńãČijãČńãĄőåĘĚåőźãĄŕEAPãĄŃãĆL’ãĄőãĄ£æŐěçűŽåŔŕèČ¡ãĄĺãĄŹãĆŃãĆĹãĄĘãĄłãČńãČijãČńãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆïijL’

8. èĺ åőŽåĘĚåőźãĄőçćžèł ãĆŠãĄŮãĂĄèţůåŃŢ ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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9. èĺ æŮćå ŸãĄőãĆ ãČijãĄŇãĄŁæŇĄãĄąãĄőæŰźãĄŕãĄİãĆŇãĆŠéĄÿæŁd̄ãĄŮãĂĄãĄŁæŇĄãĄąãĄğãĄłãĄĎæŰźãĄŕæŰřãĄŮãĄĎãĆ ãČijãČŽãĆćãĆŠä¡IJæĹŘãĂĄãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ¿ãĄŹãĂĆãĆćãĆŕãĆżãĆźæĺl’çćžèł ãĄőãČĄãĆğãČČãĆŕãČIJãČČãĆŕãĆźãĄńãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĂĄãĆd’ãČşãĆźãĆ£ãČşãĆźãĄőä¡IJæĹŘ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

10. ä¡IJæĹŘãĄŮãĄ§EC2ãĆd’ãČşãĆźãĆ£ãČşãĆźãĄŇåő§èąŇäÿ ãĄĺãĄłãĆŁãĂĄãĆźãČĘãČijãĆ£ãĆźãČĄãĆğãČČãĆŕãĄńåŘĹæăijãĄŮãĄ§ãĆL’ãĂĄèl’šå¡ŞãĆd’ãČşãĆźãĆ£ãČşãĆźãĆŠéĄÿæŁd̄ãĄŮãĂĄæŐěçűŽ
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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11. SSHãĆŕãČl’ãĆd’ãĆćãČşãČĹãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄSSHãĆşãČd̄ãČşãČL’ãĆŠãĆşãČŤãČijãĄŮãĄ¿ãĄŹãĂĆïijĹæŰřãĄŮãĄŔãĆ ãČijãČŽãĆćãĆŠä¡IJæĹŘãĄŮãĄ§æŰźãĄŕãĂĄäÿŃèĺŸãĄőAWSãĄőæL’ŃéăĘãĄńå¿ŞãĄčãĄęãĂĄãĆ ãČijãĄőæĺl’éŹŘãĆŠåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆïijL’

12. SSHãĆŕãČl’ãĆd’ãĆćãČşãČĹãĆ¡ãČŢãČĹãĆęãĆğãĆćãĄńSSHãĆşãČd̄ãČşãČL’ãĆŠãĆşãČŤãČijãĄŮãĂĄSSHæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆïijĹãĆńãČňãČşãČĹãČĞãĆčãČňãĆŕãČĹãČłãĄńAWSãĄőãĆ ãČijãĆŠéĚ ç¡őãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆïijL’
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13. yumãČŚãČČãĆśãČijãĆÿãĆŠãĆćãČČãČŮãČĞãČijãČĹãĄŮãĄ¿ãĄŹãĂĆComplete!ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřãĆd’ãČşãĆźãČĹãČijãČńåőŇäžĘãĄğãĄŹãĂĆãĆćãČČãČŮãČĞãČijãČĹãĄŇãĄłãĄĎåăt’åŘĹãĆĆãĄĆãĆŁãĄ¿ãĄŹãĂĆïijĹãĄŤåŔĆèĂČãĆţãĆd’ãČĹïijŽ
ãĆd’ãČşãĆźãĆ£ãČşãĆźäÿŁãĄğ Amazon Linux ãĆd’ãČşãĆźãĆ£ãČşãĆźãĆ¡ãČŢãČĹãĆęãĆğãĆćãĆŠæŻt’æŰřãĄŹãĆŃ
ïijL’

sudo yum update -y

14. EPELãČłãČİãĆÿãČĹãČłãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ¿ãĄŹãĂĆComplete!ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřãĆd’ãČşãĆźãČĹãČijãČńåőŇäžĘãĄğãĄŹãĂĆïijĹãĄŤåŔĆèĂČãĆţãĆd’ãČĹïijŽ
CentOSãĂĄRHELãĂĄãĄ¿ãĄ§ãĄŕ Amazon Linux ãĆŠåő§èąŇãĄŮãĄęãĄĎãĆŃ Amazon EC2
ãĆd’ãČşãĆźãĆ£ãČşãĆźãĄő EPEL ãČłãČİãĆÿãČĹãČłãĆŠæIJL’åŁźãĄńãĄŹãĆŃãĄńãĄŕãĄl’ãĄĘãĄŹãĆŇãĄřãĆĹãĄĎãĄğãĄŹãĄŃ?
ïijL’

sudo amazon-linux-extras install epel -y

15. ãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ§EPELãČłãČİãĆÿãČĹãČłãĄŃãĆL’WEBãĆţãČijãČŘïijĹOSSçL’ĹNGINXïijL’ãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ¿ãĄŹãĂĆComplete!ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřãĆd’ãČşãĆźãČĹãČijãČńåőŇäžĘãĄğãĄŹãĂĆïijĹãĄŤåŔĆèĂČãĆţãĆd’ãČĹïijŽ
Extras library (Amazon Linux 2) ïijL’

sudo amazon-linux-extras install nginx1 -y

Note:

ãĄŞãĄŞãĄğãĄŕãĂĄEAPãĄőåŃŢä¡IJãĆŠçřąæŸŞçŽĎãĄńçćžèł ãĄŹãĆŃãĄ§ãĆĄãĄńãĂĄOSSçL’ĹãĄőNGINXãĆŠåĹl’çŤĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆNGINXãĄŕåĚĺäÿŰçŢŇãĄğåźĚåžČãĄŔåĹl’çŤĺãĄŢãĆŇãĄęãĄĎãĆŃéńŸæĂğèČ¡ãĄğèż¡éĞŔãĄłWEBãĆţãČijãČŘãĄğãĄŹãĂĆãČ ãČijãČL’ãČŘãČl’ãČşãĆţãĂĄãĆşãČşãČĘãČşãČĎãĆ ãČčãČČãĆůãČěãĂĄIngress CongrollerãĄĺãĄŮãĄęãĆĆãĄŤåĹl’çŤĺåŔŕèČ¡ãĄğãĄŹãĂĆæIJL’åĎ§çL’ĹãĄőNGINX PlusãĆŠãĄŤåĹl’çŤĺéăĆãĄŔãĄŞãĄĺãĄğæğŸãĂĚãĄłãČąãČłãČČãČĹãĄŇãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆOSSçL’ĹãĄĺæIJL’åĎ§çL’ĹãĄőéĄŢãĄĎãĄŕäżěäÿŃãĄőãĆţãĆd’ãČĹãĆŠãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆ

• NGINX PlusãČŮãČ ãČĂãĆŕãČĹãČŽãČijãĆÿ

• ãČŰãČ ãĆřïijŽNGINXãĄĺãĄŕïij§ NGINXãĄĺNGINX PlusãĆŠå¿źåžŢèğčèłňãĄŮãĄ¿ãĄŹ

16. ãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ§NGINXãĆŠæŕŐåŻd̄èţůåŃŢãĄŹãĆŃãĆĹãĄĘãĄńèĺ åőŽãĄńãĄŮãĂĄNGINXãĆŠèţůåŃŢãĄŮãĄ¿ãĄŹãĂĆ

sudo systemctl enable nginx

17. NGINXãĄŇèţůåŃŢãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ Active: active (running)
ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřèţůåŃŢãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ

sudo systemctl status nginx

2.1.4 DNSãĄÿãĄőAãČňãĆşãČijãČL’ãĄőçŹżéŇš
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Route53ãĄőçŹżéŇšä¿Ń

DNSãĄőãČL’ãČąãĆd’ãČşåŘ ãĂĄãČŻãĆźãČĹãĆ¿ãČijãČşãĄőçŹżéŇšãĄŇãĄłãĄĎåăt’åŘĹãĄŕä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆïijĹæşĺïijŽäÿŃèĺŸãĄŕãĄĆãĄŔãĄ¿ãĄğãĆĆä¿ŃãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆäżŰãĄőDNSãĆůãĆźãČĘãČăãĄğãĆĆæğŃãĄĎãĄ¿ãĄŻãĆŞãĂĆïijL’

1. ãČL’ãČąãĆd’ãČşåŘ ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

2. ãČŻãĆźãČĹãĆ¿ãČijãČşãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆ

3. ãČňãĆşãČijãČL’åŘ ãĆŠèĺŸèijL’ãĂĄãČňãĆşãČijãČL’ãĆ£ãĆd’ãČŮãĄŕAãĆŠéĄÿæŁd̄ãĂĄä¡IJæĹŘæÿĹãĄ£ãĄőEC2ãĆd’ãČşãĆźãĆ£ãČşãĆźãĄőãČŚãČŰãČłãČČãĆŕIPãĆćãČL’ãČňãĆźãĆŠèĺŸåĚěãĄŮãĂĄAãČňãĆşãČijãČL’ãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ
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4. çŹżéŇšãĄŮãĄ§FQDNãĄńãČŰãČl’ãĆęãĆűçţŇçŤśãĄğhttpãĆćãĆŕãĆżãĆźãĄŮãĂĄãČĘãĆźãČĹWEBãČŽãČijãĆÿãĄŇèąĺçd’žãĄŢãĆŇãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆïijĹãĄŞãĄąãĆL’ãĄőãČŽãČijãĆÿãĄŕãĂĄãĄĆãĄŔãĄ¿ãĄğãĆĆãČĘãĆźãČĹãĄőãĄ§ãĆĄãĄńåĹl’çŤĺãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆïijL’

2.1.5 ïijĹãĆłãČŮãĆůãČğãČşïijL’LetâĂŹs encryptãĆŠåĹl’çŤĺãĄŮãĄ§ãĆţãČijãČŘèĺijæŸŐæŻÿãĄőåŔŰå¿Ů

LetâĂŹt EncryptãĆŠåĹl’çŤĺãĄŮãĄęãĆţãČijãČŘèĺijæŸŐæŻÿãĆŠåŔŰå¿ŮãĄŮãĄ¿ãĄŹãĂĆãĄĺãĆŁãĄĆãĄĹãĄŽhttp/80ãĄőWEBãĆţãČijãČŘãĄğãĄőãČĘãĆźãČĹãĄğãĆĆæğŃãĆŔãĄłãĄĎãĄĺãĄĎãĄĘæŰźãĄŕæIJňçńăãĄŕãĆźãĆ ãČČãČŮãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ

1. Certbot ãĄĺNGINXãČŮãČl’ãĆřãĆd’ãČşãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄ¿ãĄŹãĂĆComplete!ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřãĆd’ãČşãĆźãČĹãČijãČńåőŇäžĘãĄğãĄŹãĂĆïijĹæşĺïijŽæIJňãĆňãĆd’ãČL’ä¡IJæĹŘæŹĆçĆźãĄğãĄŕAmaon
Linux 2ãĄğãĄŕåĚňåijŔãĄńãĄŕãĆţãČİãČijãČĹãĄŢãĆŇãĄęãĄĎãĄłãĄĎãĆĹãĄĘãĄğãĄŹãĄŇãĂĄæ čåÿÿãĄńåŃŢä¡IJãĄŕãĄŹãĆŃãĆĹãĄĘãĄğãĄŹãĂĆïijĹãĄŤåŔĆèĂČãĆţãĆd’ãČĹïijŽ
Certificate Automation: Amazon Linux2ãĄğãĄőLetâĂŹs EncryptãĄĺCertbotãĄőä¡£çŤĺ ãĂĄ User Guide ïijL’

sudo yum install certbot python2-certbot-nginx -y

2. ãĆd’ãČşãĆźãČĹãČijãČńæÿĹãĄ£ãĄőCertbotãĆŠåĹl’çŤĺãĄŮãĄęãĂĄãĆţãČijãČŘèĺijæŸŐæŻÿãĆŠåŔŰå¿ŮãĄŮãĄ¿ãĄŹãĂĆ

2.1. F5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ 15
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sudo certbot --nginx -d <WEBãĆţãČijãČŘãĄőãČL’ãČąãĆd’ãČşåŘ >

3. ãĆd’ãČşãĆźãČĹãČl’ãĆŕãĆůãČğãČşãĄńå¿ŞãĄĎãĂĄE-mail address ãĂĄY ãĂĄN
ãĄĺåĚěåŁŻãĄŮãĄ¿ãĄŹãĂĆCongratulations! ãĄĺèąĺçd’žãĄŢãĆŇãĆŇãĄřæĹŘåŁ§ãĄğãĄŹãĂĆ/etc/nginx/nginx.confãĆŠéŰŃãĄ ãĂĄãĆţãČijãČŘèĺijæŸŐæŻÿãĂĄçğŸåŕĘé ţãĄőãČŚãĆźãĄŇèĞłåŃŢçŽĎãĄńèĺŸèijL’ãĄŢãĆŇãĄęãĄĎãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆèĞłåŃŢçŽĎãĄńnginx.confãĄŇäÿŁæŻÿãĄ ãĄŢãĆŇãĄęãĄĎãĄłãĄĎåăt’åŘĹãĄŕãĂĄæL’ŃåŃŢãĄğä£őæ čãĄŮãĄ¿ãĄŹãĂĆ

4. ãČŰãČl’ãĆęãĆűãĄğhttps://<WEBãĆţãČijãČŘãĄőFQDNïijd̄ãĄńãĆćãĆŕãĆżãĆźãĄŮãĂĄãĆţãČijãČŘèĺijæŸŐæŻÿãĄŇèąĺçd’žãĄŢãĆŇãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ
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5. opensslãĆşãČd̄ãČşãČL’ãĆŠåĹl’çŤĺãĄŮãĂĄãČŮãČl’ãĆd’ãČŹãČijãČĹãĆ ãČijãĆŠ PKCS#8
ãČŢãĆl’ãČijãČd̄ãČČãČĹãĄŃãĆL’ PKCS#1 ãČŢãĆl’ãČijãČd̄ãČČãČĹãĄńåd’L’æŔŻãĄŮãĂĄSCPãĆşãČd̄ãČşãČL’ãĄłãĄl’ãĄğãČŮãČl’ãĆd’ãČŹãČijãČĹãĆ ãČijãĄĺèĺijæŸŐæŻÿïijĹfullchain.pemïijL’ãĆŠãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄ¿ãĄŹãĂĆ(ãĄŤåŔĆèĂČãČŽãČijãĆÿïijŽ
valid PKCS#1, ASN.1 DER form - while adding new certificate ïijL’

sudo openssl rsa -in /etc/letsencrypt/live/www.xxxx.net/privkey.pem -out
→˓/home/ec2-user/privatekey-pkcs1.pem

2.1.6 EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ

1. F5 CloudServiceãĄőãĆćãĆńãĆęãČşãČĹãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ F5CSãĄőãĆţãĆd’ãČĹ
ãĄńæŐěçűŽãĄŮãĂĄSign up ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

2.1. F5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ 17

https://f5cloudservices.zendesk.com/hc/en-us/articles/360055650294-Issue-Receiving-error-Private-key-is-not-in-valid-PKCS-1-ASN-1-DER-form-while-adding-new-certificate
https://portal.cloudservices.f5.com/


F5CS EAP ãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’

2. ãČŢãĆl’ãČijãČăãĄőåĘĚåőźãĆŠèĺŸåĚěãĄŮãĂĄ Create account ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

3. F5CSãĄńãČ ãĆřãĆłãČşãĄğãĄ ãĆŃãĆĹãĄĘãĄńãĄłãĄčãĄ§ãĆL’ãĂĄEssentail App Protect
ãĆţãČijãČŞãĆźãĄńãĄęãĂĄTry it free ãĆŠãĆŕãČłãČČãĆŕãĄŮãĂĄæŻt’ãĄńèąĺçd’žãĄŢãĆŇãĆŃPop-
upãĄğãĆĆ Yes, start free trial ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

4. Go to this service ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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5. EAPãĄőãČĹãČČãČŮçŤżéİćãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆãČĹãČČãČŮçŤżéİćãĄńãĄŕãĂĄ24æŹĆéŰŞäżěåĘĚãĄőäÿŰçŢŇãĄőThreat
mapãĄŇèąĺçd’žãĄŢãĆŇãĄęãĄĎãĄ¿ãĄŹãĂĆStart protecting your app ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ6. åŕ¿èśąWEBãĆţãČijãČŘãĄőFQDNãĆŠåĚěåŁŻãĄŮãĂĄ SaveïijĘContinue ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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7. EAPãĄŇåŕ¿èśąãĄőWEBãĆţãČijãČŘãĄńãĆćãĆŕãĆżãĆźãĄŮãĂĄãĄİãĄőæČĚåăśãĄŇèąĺçd’žãĄŢãĆŇãĆŃãĄőãĄğåĘĚåőźãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆçćžèł ãĄğãĄ ãĄ§ãĆL’ãĂĄEAPãĆŠãČĞãČŮãČ ãĆd’ãĄŹãĆŃAWSãČłãČijãĆÿãČğãČşãĆŠéĄÿæŁd̄ãĄŮãĂĄ
SaveïijĘContinue ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

8. åĚňéŰŃãĄŹãĆŃWebãĆţãČijãČŘãĄőãČŮãČ ãČĹãĆşãČńãĄĺãČİãČijãČĹçŢłåŔůãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆhttpsãĆŠéĄÿæŁd̄åăt’åŘĹãĂĄãĆţãČijãČŘèĺijæŸŐæŻÿãĄĺãČŮãČl’ãĆd’ãČŹãČijãČĹãĆ ãČijãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆ
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9. ãĆţãČijãČŘèĺijæŸŐæŻÿãĄĺãČŮãČl’ãĆd’ãČŹãČijãČĹãĆ ãČijãĂĄãČĄãĆğãČijãČşèĺijæŸŐæŻÿãĆŠçŹżéŇšãĄŮãĂĄSaveïijĘContinue
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆïijĹå£ĚãĄŽHTTPSãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŮãĄ§ãĄĎåăt’åŘĹãĄŕãĂĄãČłãČĂãĆd’ãČňãĆŕãČĹãĄőãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĄ¿ãĄŹãĂĆïijL’

10. åĘĚåőźãĆŠçćžèł ãĄŮãĂĄSaveïijĘContinue ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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11. CNAMEãĄŇèĞłåŃŢãĄğæL’ŢãĄĎåĞžãĄŢãĆŇãĆŃãĄőãĄğãĂĄãĄİãĄőåĘĚåőźãĆŠãĆşãČŤãČijãĄŮãĄ¿ãĄŹãĂĆ

12. DNSãĆţãČijãČŘãĄőèĺ åőŽãĄńæĹżãĆŁïijĹäżěäÿŃãĄőçŤżéİćãĄŕRoute53ïijL’ãĂĄæŮćå ŸãĄőAãČňãĆşãČijãČL’ãĆŠCNAMEãČňãĆşãČijãČL’ãĄńåd’L’æŻt’ãĄŮãĂĄIPãĆćãČL’ãČňãĆźãĆŠåL’ŁéŹd’ãĄŮãĄęãĂĄåĚĹçĺŃãĆşãČŤãČijãĄŮãĄ§CNAMEãĆŠãČńãČijãČĘãĆčãČşãĆřåĚĹãĄĺãĄŮãĄęçŹżéŇšãĄŮä£İå ŸãĄŮãĄ¿ãĄŹãĂĆ
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13. EAPãĄőçŤżéİćãĄńæĹżãĆŁãĂĄTest updated DNS ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄSuccess
ãĄŇèąĺçd’žãĄŢãĆŇãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ Done ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄEAPãĄőãČĞãČŮãČ ãĆd’ãĄŇåğŃãĄ¿ãĆŁãĄ¿ãĄŹãĂĆ

14. EAPãĄőãČĞãČŮãČ ãĆd’ãĄńãĄŕ10åĹĘçĺŃåžęæŹĆéŰŞãĄŇãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆãČĞãČŮãČ ãĆd’äÿ ãĄŕãĂĄãČĹãČČãČŮçŤżéİćãĄőåůęäÿŁãĄńäÿŃèĺŸãĄőãĆĹãĄĘãĄłãČąãČČãĆżãČijãĆÿãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆïijĹãČąãČČãĆżãČijãĆÿãĄőåĘĚåőźãĄńæĎŔåŚşãĄŕãĄĆãĆŁãĄ¿ãĄŻãĆŞãĂĆïijL’

2.1. F5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ 23
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15. EAPãĆŠãČĞãČŮãČ ãĆd’ãĄŮãĄęãĄĎãĆŃéŰŞãĄńãĂĄWebãĆţãČijãČŘïijĹãĄŞãĄŞãĄğãĄŕEC2ãĆd’ãČşãĆźãĆ£ãČşãĆźïijL’ãĄőFirewallèĺ åőŽïijĹãĄŞãĄŞãĄğãĄŕãĆżãĆ ãČěãČłãČĘãĆčãĆřãČńãČijãČŮïijL’ãĆŠåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆEAPãĄğåĹl’çŤĺãĄŮãĄęãĄĎãĆŃIPãĆćãČL’ãČňãĆźãĆŠèĺśåŔŕãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆæIJĂæŰřãĄőEAPãĄğåĹl’çŤĺãĄŮãĄęãĄĎãĆŃIPãĆćãČL’ãČňãĆźæČĚåăśãĄŕ
ãĄŞãĄąãĆL’ ãĄńãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆæIJňãČĞãČćçŠřåćČãĄğãĄŕãĂĄHTTPãĄĺHTTPSãĄŃãĆL’AllãĆćãĆŕãĆżãĆźãĄĺãĄŮãĄęãĄĎãĄ§ãĆĆãĄőãĆŠEAPãĄŃãĆL’ãĄőãĄ£ãĆćãĆŕãĆżãĆźèĺśåŔŕãĄŹãĆŃãĆĹãĄĘãĄńèĺ åőŽåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ

24 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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16. EAPãĄőãČĞãČŮãČ ãĆd’ãĄŇçţĆäžĘãĄŹãĆŃãĄĺãĂĄEAPãČĞãČŮãČ ãĆd’äÿĂèęğçŤżéİćãĄńãĄŁãĄĎãĄęãĂĄActive
ãĄĺèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

17. ãČĹãČČãČŮçŤżéİćãĄő PROTECT APPLICATION ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄWAFãĄőèĺ åőŽçŤżéİćãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

18. äżěäÿŃãĄőãĆĹãĄĘãĄłWAFãĄőèĺ åőŽçŤżéİćãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĄőãĄğãĂĄãĄl’ãĄőãĆĹãĄĘãĄłèĺ åőŽãĄŇãĄĆãĆŃãĄŃçćžèł ãĄŮãĄęãĄ£ãĄęäÿŃãĄŢãĄĎãĂĆ
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2.1.7 WAFãĄőåŃŢä¡IJçćžèł ãČĘãĆźãČĹ

1. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãČŰãČl’ãĆęãĆűãĄŃãĆL’ãĂĄWebãĆţãČijãČŘãĄńæČĚåăśåŔŰå¿ŮçŻőçŽĎïijĹhttps:
//xxxxxx/nginx.configïijL’ãĄğãĆćãĆŕãĆżãĆźãĄŮãĄ¿ãĄŹãĂĆ

2. EAPãĄőãČĹãČČãČŮçŤżéİćãĄŃãĆL’ãĂĄVIEW EVENTS ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄãČŢãĆąãĆd’ãČńãĄÿãĄőãĆd’ãČłãČijãĆňãČńãĆćãĆŕãĆżãĆźãĄőãČŘãĆd’ãĆłãČňãČijãĆůãČğãČşãĄőãČ ãĆřãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆStatusãĄŕãĂĄNot
blocked ãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ

26 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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3. ãĄİãĆŇãĄd̄ãĆŇãĄőãČ ãĆřãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺäżěäÿŃãĄőãĆĹãĄĘãĄłèl’şçt’řãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

4. View full request ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺæŻt’ãĄńèl’şçt’řãĄłãČ ãĆřãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

2.1. F5CS EAPãĄőãĆżãČČãČĹãĆćãČČãČŮ 27
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5. EAPãĄőWAFèĺ åőŽçŤżéİćãĄńæĹżãĆŁãĂĄMonitoring ãČćãČijãČL’ãĄŃãĆL’ Blocking
ãČćãČijãČL’ãĄńåd’L’æŻt’ãĄŮãĂĄUpdate ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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6. åĘ åžęãĆŕãČl’ãĆd’ãĆćãČşãČĹãČŰãČl’ãĆęãĆűãĄŃãĆL’æČĚåăśåŔŰå¿ŮçŻőçŽĎãĄğãĆćãĆŕãĆżãĆźãĄŹãĆŃãĄĺãĂĄãČŰãČ ãČČãĆŕãĄŢãĆŇãĄ¿ãĄŹãĂĆïijĹãČĞãČŢãĆl’ãČńãČĹãĄğãĄŕäżěäÿŃãĄőãĆĹãĄĘãĄłçŇńãĄőçţţãĄĺãĂĄãĆţãČİãČijãČĹIDãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆïijL’

7. EAPãĄőãČ ãĆřãĆŠçćžèł ãĄŹãĆŃãĄĺãĂĄBlocked ãĄĺãĄłãĄčãĄęãĄĎãĆŃãĄŞãĄĺãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ
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8. èl’şçt’řãĄłãČ ãĆřãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ

9. æŻt’ãĄńèl’şçt’řãĄłãČ ãĆřãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ
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10. EAPãĄőãČĹãČČãČŮçŤżéİćãĄńãĄęãĂĄMONITOR APPLICTION ãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄłWAFçţśèĺĹãČňãČİãČijãČĹãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ
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2.1.8 ãĆ ãČčãČČãĆůãČěæl’§èČ¡ïijĹAWS CloudFrontïijL’ãĄőèĺ åőŽ

EAPãĄŕãĂĄAWSãĄőCloudFrontãĄĺéĂčæŘžãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆãĄ¿ãĄ§ãĄİãĄőèĺ åőŽãĆĆEAPãĄőçőąçŘĘçŤżéİćäÿŁãĄŃãĆL’èąŇãĄĘãĄŞãĄĺãĄŇãĄğãĄ ãĄ¿ãĄŹãĂĆ

1. PROTECT APPLICATION ãĄő Integrations ãĆ£ãČŰãĄńãĄęãĂĄManage
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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2. Enable Caching ãĄńãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĄ¿ãĄŹãĂĆ
3. JapanãĄŇåŘńãĄ¿ãĆŇãĄęãĄĎãĆŃãĆ ãČčãČČãĆůãČěãČ ãĆśãČijãĆůãČğãČşãĆŠéĄÿæŁd̄ãĄŮãĂĄUpdate

ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆCloudFrontãĄőãČĞãČŮãČ ãĆd’ãĄńãĄŕæŢřåĹĘãĄŃãĄŃãĆŁãĄ¿ãĄŹãĂĆ
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4. CloudFrontãĄŇãČĞãČŮãČ ãĆd’ãĄŢãĆŇãĆŃãĄĺãĂĄStatusãĄŇ Deployed ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ
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2.1.9 CDNãĄőåŃŢä¡IJçćžèł ãČĘãĆźãČĹ

1. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãČŰãČl’ãĆęãĆűãĄőInspectionæl’§èČ¡ãĆŠæIJL’åŁźãĄńãĄŮãĂĄåĘ åžęWebãĆţãČijãČŘãĄńãĆćãĆŕãĆżãĆźãĄŮãĄ¿ãĄŹãĂĆæŢřåŻd̄ãĆćãĆŕãĆżãĆźãĄŹãĆŃãĄĺãĂĄx-
cache ãĄŇ Hit from cloudfront ãĄĺãĄłãĆŃãĄŞãĄĺãĆŠçćžèł ãĄŮãĄ¿ãĄŹãĂĆ

2. MONITOR APPLICTION ãĄő Caching metrics ãĆ£ãČŰãĆŠãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺCloudfrontãĄőåĹl’çŤĺçŁűæşĄæęĆèęĄãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ
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2.1.10 WEBãĆţãČijãČŘåĘŮéŢůæğŃæĹŘæŹĆãĄőæğŃæĹŘä¿Ń

WEBãĆţãČijãČŘåĘŮéŢůæğŃæĹŘãĄőåăt’åŘĹãĄőæğŃæĹŘä¿ŃãĆŠãĄŤçt’źäżŃãĄŮãĄ¿ãĄŹãĂĆ

EAPãĄğèšăè ůåĹĘæŢčãĆŠãĄŹãĆŃåăt’åŘĹ

1. EAPéĚ äÿŃãĄńèd’ĞæŢřãĄőWEBãĆţãČijãČŘãĄőIPãĆćãČL’ãČňãĆźãĂĄãĄ¿ãĄ§ãĄŕDNSåŘ ãĆŠçŹżéŇšãĄŹãĆŃãĄŞãĄĺãĄğæŇŕåĹĘãĄŚãĄőåŃŢä¡IJãĄŇåŔŕèČ¡ãĄğãĄŹãĂĆRoute53ãĄőãČňãĆd’ãČĘãČşãĆůãČŹãČijãĆźãČńãČijãČĘãĆčãČşãĆřãĄğæŇŕåĹĘãĄŚãĄŇèąŇãĆŔãĆŇãĄ¿ãĄŹãĂĆ

2. èĺ åőŽãĄĺãĄŮãĄęãĄŕãĂĄRegionãĄőèĺ åőŽéĚ äÿŃãĄőIPãĆćãČL’ãČňãĆźïijŔDNSåŘ ãĆŠè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆ
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AWS ALBãĄğèšăè ůåĹĘæŢčãĆŠãĄŹãĆŃåăt’åŘĹ

1. ALBãĄğWEBãĆţãČijãČŘãĄőèšăè ůåĹĘæŢčãĆŠãĄŮãĄęãĄĎãĆŃãĆśãČijãĆźãĄńãĆĆEAPãĆŠéĄl’çŤĺåŔŕèČ¡ãĄğãĄŹãĂĆçŹżéŇšæŹĆãĄŕALBãĄőãĆĺãĆd’ãČłãĆćãĆźãČňãĆşãČijãČL’ãĄğDNSèĺ åőŽãĄŮãĂĄEAPãČĞãČŮãČ ãĆd’æŹĆãĄńEAPãĄŃãĆL’æL’ŢãĄĎåĞžãĄŢãĆŇãĄ§CNAMEãĄğDNSãČňãĆşãČijãČL’ãĆŠæŻÿæŔŻãĄĹãĄ¿ãĄŹãĂĆ

2. EAPãČĞãČŮãČ ãĆd’å¿ŇãĂĄALBãĄőçŹżéŇšãĄŕåŘ åL’ èğčæśžå¿ŇãĄőIPãĆćãČL’ãČňãĆźãĄğçŹżéŇšãĄŢãĆŇãĄęãĄŮãĄ¿ãĄĘãĄőãĄğãĂĄRegionãĄőèĺ åőŽéĚ äÿŃãĄőIPãĆćãČL’ãČňãĆźãĆŠALBãĄőDNSåŘ ãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ

F5CS DNS Load BalancerãĄğèšăè ůåĹĘæŢčãĆŠãĄŹãĆŃåăt’åŘĹ

1. EAPãĄőäżŰãĄńãĂĄF5CSãĄőDNS Load BalancerãĆţãČijãČŞãĆź ãĆŠãĄŤåĹl’çŤĺéăĆãĄŔãĄŞãĄĺãĄğãĆĆèšăè ůåĹĘæŢčãĄŇãĄğãĄŹãĂĆEAPéĚ äÿŃãĄńF5CS
DNSLBãĄőDNSåŘ ãĆŠçŹżéŇšãĄŹãĆŃãĄŞãĄĺãĄğéĂčæŘžãĄŇåŔŕèČ¡ãĄĺãĄłãĆŁãĄ¿ãĄŹãĂĆ
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	ã�¯ã��ã��ã�«
	ã�³ã�³ã��ã�³ã��
	F5CS EAPã�®ã�»ã��ã��ã�¢ã��ã��


